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Medical technology with software Uls

* Therapeutic devices

* Diagnostic devices

* Critical care devices

« Combination products

« Lab instruments

« Electronic health records

* Disease management applications
 Wellness applications
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Medical device portfolio (subset)

Anesthesia workstation

Automated external
defibrillator

Blood gas analyzer

Blood vessel imaging
system

Cardiac ablation
catheter

Cerebral oximeter
CPR assist device

Drug reconstitution
system

Endoscopic instrument
Glucose meter

Heart pump
Hemodialysis machine

Q

Hospital bed and scale
Hospital intercom
Infusion pump

Infusion set

Insulin pump

Left ventricular assist
device

Microscope

MRI scanner

Nerve stimulator
Nurses’ central monitor
OCT system

Patient monitor

Patient warmer

Peritoneal dialysis
machine

Pill dispenser

Proton beam radiotherapy
system

PSA analyzer
Pulse oximeter

Respiratory therapy
system

Surgical robot

Surgical suction machine
Syringe pump

Telemetry system
Ventilator

X-ray machine
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Our business is human factors engineering (HFE)

We help clients ensure the quality of
interaction between people and their devices
/| systems / machines.

« Safe ~eaulatory "
. Effective egulatory imperative
 Efficient . |
~F Commercial imperative
 Satisfying | (usability-related)

@ .



Regulators (e.g., FDA) seek to
ensure the safety and efficacy
of medical devices through the
application of HFE.
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NextGen EMR: Don Baker - [03/05/2007 10:53 AM : "Neurology Home™]
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FreeStyle Precision Neo
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Use error — a term of art

The term use error has been introduced to
replace the commonly used terms human error
and user error.

The term, which has already been adopted by
international standards organizations for
medical devices...suggests that accidents
should be attributed to the circumstances,
rather than to the human beings who
happened to be there.
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Use errors are deadly

Hospital Errors are the Third Leading
Cause of Death in U.S., and New Hospital
Safety Scores Show Improvements Are

Too Slow

Washington, D.C., October 23, 2013 — New research estimates up to 440,000
Americans are dying annually from preventable hospital errors. This puts medical
errors as the third leading cause of death in the United States, underscoring the need
for patients to protect themselves and their families from harm, and for hospitals to

make patient safety a priority.




Use errors are deadly

Types of Deadly Medical

Errors in 1997 —
prevent injury
Diagnosis 12%

17%

Technical
errors
44%
Data from: To Err Js Human: Building a Safer Health System. 10M, 2000




Let’s take a close look at the
regulatory framework in the
USA.



Quality System Regulation (the law)

Subpart C -- Design Controls, § 820.30 Design controls.

Design input: "Each manufacturer shall establish and maintain
procedures to ensure that the design requirements relating to a
device are appropriate and address the intended use of the
device, including the needs of the users and patient.”

Design verification: "Each manufacturer shall establish and
maintain procedures for verifying the design input. Design
verification shall confirm that the design output meets the
design input requirements.”

Design validation: Design validation shall ensure that devices
conform to defined user needs and intended uses, and shall
include testing of production units under actual or simulated use
conditions.”

) 8



Key documents

FDA's Draft Guidance IEC 62366-1:2015 AAMI HE75:2009

Contains Nonbinding Recommendations
Draft - Not for Implementation

IEC 62366-1 Amarican National Standacd

Edtion 10 201502

Draft Guidance for Industry and
Food and Drug Administration
Staff

INTERNATIONAL
STANDARD

NORNR .
INTEF American

National
Standard “wall ANSI/AAMI HE75:2009

Applying Human Factors and
Usability Engineering to Optimize
Medical Device Design

DRAFT GUIDANCE part - i ; Human factors engineering -
This guidance dotull;xaecz:lﬁx;s‘.::-i‘:sg“(:::t;‘lillji:::g;.c;‘;llulnrnt purposes only. m‘:’:’: - . ~ - Des ‘g n of med i( a l d eviges
médicaux .

You should submit comments and suggestions regarding this draft document within 90 days
of publication in the Federal Register of the notice announcing the availability of the draft
guidance. Submit written comments to the Division of Dockets Management (HFA-305),
Food and Drug Administration. 5630 Fishers Lane, rm. 1061. Rockville. MD 20852. Submit
electronic comments to http://www regulations.gov. Identify all comments with the docket
number listed in the notice of availability that publishes in the Federal Register.

ANSI/AAMI/
IEC 62366-
1:2015

Medical devices — Part 1:

For questions regarding this document, contact Ron Kaye at ron kaye(@fda.hhs gov or (301)
796-6289. or Molly Story at molly story(@fda hhs gov or (301) 796-1456,

When final, this document will supersede Medical Device Use-Safety: Incorporating
Human Factors Engineering into Risk Management
(Issued July 18, 2000).

U.S. Department of Health and Human Services L
e Food and Drug Administration Applicationof
oo, Center for Devices and Radiological Health usability engineering to

Office of Device Evaluation medical devices
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Basic expectations

* Implement an HFE (Usability Engienering) program

« Define intended users, use environments, potential
hazards, potential use errors, and use-related risks

« Mitigate use-related risk

« Validate user interface designs, proving risk control
measures work

« Document HFE activities and outcomes
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General applicability

&

« Software embedded into a device

« Software that provide information that is a foundation for
making a diagnosis and/or therapeutic decision

Q

 Wellness applications — FDA will exercise enforcement
“discretion,” meaning that they will not expect HFE data
(i.e., no HFE Report, no summative usability testing

® 3



Medical Mobile App (MMA) Guidance

The FDA is taking a tailored, risk-based approach:

Focus of oversight
FDA will regulate apps used as accessories to

Mobile regulated medical devices, or used to transform a
Medical Apps mobile platform into a regulated medical device.
Lower risk medical apps Enforcement discretion
that meet “device” FDA will exercise enforcement discretions
definition, but not and will not expect premarket review
considered “MMA" applications.
Mobile apps not considered “medical devices” No regualtory requirements
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MMA Definition (Feb 2015)

In a Feb 2015 webinar, FDA edited the MMA as follows:

Mobile apps that are an extension of one or more medical
devices by connecting to such device(s) for purposes of
controlling the device(s) or for use in active patient
monitoring or analyzing

medical device data.

@) 5



Mobile apps under enforcement discretion

Apps that:

Help patients (i.e., users) self-manage their disease or conditions
without providing specific treatment or treatment suggestions;

Provide patients with simple tools to organize and track their health
information:

Provide easy access to information related to patients’ health
conditions or treatments;

Help patients document, show, or communicate potential medical
conditions to healthcare providers;

Automate simple tasks for health care providers;

Enable patients or providers to interact with Personal Health
Record (PHR) or Electronic Health Record (EHR) systems;

Intended to transfer, store, convert format, and display medical
device data in its orlglnal format from a medical device (as defined
by MDDS regulation 880.6310 OUG).

54



Let’s look at the potential for
use errors when using a
glucose meter with a simple
software user interface.



Opportunities for use errors

Perception

.
ST-11

6 Nov 5:48
HIGH

Cognition
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Samples

Perceptions

Reading information from a screen, including
critical health parameter values.

Cognitive tasks

Recalling the correct assay run on a blood
sample.

Actions

Press the correct touch target to start an
infusion pump rather than turn off the device,

Q
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Sample task flow diagram — close-up

User removes test strip l

User removes and discards
test strip.

'

new strip

User inserts new test strip '

> User inserts test strip into

meter’s port.

A/

Meter detects test strip

Meter detects test strip and
prompts user to apply blood

Y
1

User applies

No

Meter prompts user insert

sufficient
blood sample

Meter displays glucose reading

Meter analyzes sample and
displays glucose reading.

=== Meter notifies user that sample
is too small and prompts user
to insert a new test strip.

v
1

User
selects “Re-test
blood glucose”

Yes

{ No
User accepts result &

User selects “Accept result”
and the meter returns to the
main menu.



Sample task flow diagram — close-up

User inserts new test strip '

w0 | User inserts test strip into
meter’s port.

Meter detects test strip

Meter detects test strip and
prompts user to apply blood

Y

No  User applies

sufficient
blood sample

@ ‘Yes



Use errors derived from task analysis

« User inserts wrong test strip
« User inserts test in wrong orientation
« User inserts test strip in wrong port

== » User damages test strip during
— handling

User removes ceststrp g = ' B
- o AR « User applies blood to wrong part of
‘ » strip
— :“  User applies too much blood to strip
L &= - User applies too little blood to strip

« User does not select re-test when
prompted

« User does not remove used strip from
meter

« User misreads the blood glucose

@ readout
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Common User Interface (Ul) Issues

ﬁ U.S. Food and Drug Administration www.fda.gov
r Protecting and Promoting Public Health

Software

RISEIH) o Background Software Human Factors HF/U Validation 7

EURDF"E

Ul complexity causes user confusion, delay in use,
or inability to use the device

Ul makes it difficult for user to correct data entry
errors or modify device settings in a timely fashion

Ul falsely causes the user to believe a critical
situation exists when it does not, or vice-versa

Ul does not draw attention to dangerous
conditions of device operation or patient status

Ul does not prevent known, likely data input errors




Common software-related use errors

« User enters the incorrect value (double-press, missed
decimal, misread value, wrong units)

« User overlooks critical alarm
« User misinterprets alarm, and takes incorrect action

« User select incorrect operational mode (or overlooks
current mode)

« User does not know how to proceed, delaying therapy

« User does not realize therapy is paused
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Top 5 ways to maximize use
safety through user interface
design



1. Provide helpful alarms and alerts

» Clearly indicate alarm cause, priority
and severity.

* Provide succinct troubleshooting steps

and provide more guidance “on
demand.” A WARNING

» Do not present too many alarms at A CAUTION
once. Filter them so that users can
develop an accurate picture of what's A NOTICE
happening.

» Write simple warnings and prompts
(e.g., imperative voice) to facilitate a
rapid response.

Q



2. Enable rapid action

* Place controls and information that are
essential to safe use in a convenient,
readily accessible position.

I |
» Touch targets should be sufficiently large
to facilitate rapid, error-free inputs. When
possible, touch targets should have a R
width and height of at least 40 mm. [cancet | conriam]
« Ensure that the app or device responds | J

immediately to critical control actions.

* Provide direct access to relevant controls
directly from alarm and notification
screens.

» On software screens, provide “back,”
@cancel,” or “undo” options.



3. Confirm and monitor critical actions

» Require users to confirm critical actions.

* Notify users of the action’s N
CONFIRM
COnseq uences. Are you sure you want to delete your
glucose reading?
« Inform users that a critical action is in “
progress.
 Inform users how long critical actions -
I DELETING GLUCOSE READINGS
WI” take to Complete' 30 seconds remaining
* |ndicate when critical actions are _
completed.

Q




4. Incorporate automatic checks

« Automatically check entered values to
ensure they are within a pre-
established, safe range.

« If users enter invalid values, provide
guidance on acceptable value ranges.

* Prevent “workarounds” that enable
users to operate the app or device in
unapproved ways.

ENTER PULSE

1,000 epm

A Entered value too high
Press OK to re-enter pulse




5. Provide progressive levels of user guidance

« Offer unobtrusive, basic assistance to

all users, in the form of labels, prompts,
: Embedded Support

« Add headings to each screen to Vv
increase user’s situational awareness of
a medical device’s status and the user’s Online help
progress while completing 3 given task. Written instructions, troubleshooting

» Enable “needy” users to access more

assistance upon request.
Detailed support and training

Instructional animations, simulations

* Guide users through lengthy tasks (e.g.,
setting up a device) rather than relying
on users to remember each step and
perform each step in the correct order.

Q



Fundamental design principles related to safety

* Functional grouping

* Information legibility

* Limit complexity

 Moderate information density

* Logical ordering and visual hierarchy
* Alignment

« Consistent spacing and sizing

* Information coding

® .



General principle

» Think of the user experience as a
conversation between the user and the
product.

* Devices and apps should behave as Y

helpful assistants. Specifically, they ‘
should: |

Speak the same language as the
user. |

Speak at an appropriate pace.
Do as they are told.
Convey what they are doing.

|ldentify potential problems without
becoming a nuisance.

Occasionally be stern.
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Example: Patient monitor

Alarm 1 of 2: LOW Pulse o |[Seean | (MWW, 98%  10/12/09 17:26

Pleth

" o) f , A =
[\ ( ‘\ ” f\\ﬂ /\\ f\ / L =
/v( \}( \\, /I \\ ‘/ﬂ l\\_’/ "\\\J \V / \.\ 100 [85 |

Trend 'SpO2 & Pulse last 15 minutes
e

A—_

e

17:20 17:26

Silence Alarm Help
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We can apply similar principles to EHRs
* 343 to be exact

221. Patient overview. Present a summary of patient information, in addition to the patient's
name, when the added information will help identify the patient and/or immediately
bring key information (e.g., last office visit, last diagnosis, and allergy) to the user's
attention.

Figure 3-24: A sample patient overview layout.

78. Inputted data validation. Automatically check safety-related, inputted data to ensure it

Patient summary is in the correct format and within an appropriate range. Alternatively, prompt the user
to confirm the correctness of inputted values and correct them if necessary. Reject
Conditions Medication values that are clinically impossible or inappropriate based on patient's characteristics
— (i.e., patient gender, age) or previously stored values.
R e
— Figure 3-12: An example of a data input validation error.
Interventions HCPs & Carel
Recent events e —
. — LR ST AT

Height (4.56 FYm
Height cannot exceed 3 m




How do you prove to regulators
that your product (software Ul)
Is safe and effective?



Summative usability test

Generates evidence that a medical device can
be used safely and effectively by the intended

users for the intended purposes in the intended
use environments.

Demonstrates that design features intended to
prevent harmful use errors are working.
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Testing in UL-Wiklund’s laboratory




Details

* 15 participants per distinct user group

* Participants may be trained if realistic

» Test sessions usually last 2 hours

« Hands-on tasks linked to identified risks
» Assistance = task failure

« Data: use errors, close calls difficulties, participants
comments and answers to questions

« Every safety-related use error requires root cause
analysis

« No quantitative acceptance criteria
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Root cause analysis



Draw upon HFE design principles

AAMI HE75:2009

19.4.1.2 — Optimal character

height: The minimum character 20008 ,
height should be 16 minutes of e :l‘u(r)w.e21(1). s
visual angle (ANSI/HFES 100).

The preferred height of @ BOLUS
characters should be 20 to 22

minutes of visual angle when

displayed characters are ° i

viewed frequently or rapid
comprehension is essential
(ISO 9241-3).
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Draw upon participant comments

Patient 1
The blue numbers are too small for my eyes.

Patient 2
The blue numbers don’t show up very well against the
glass. They could be a lot darker.

Patient 3
The “1” and “7” are tough to tell apart. Looking at them real
quick, | guess | thought the seven was a one.

Q



Draw upon participant comments

Patient 4
| couldn’t figure out where to find the calibration option in the
menu.

Patient 5
| didn’t realize | had to confirm the settings. The software
didn’t tell me to do so.

Patient 6

| guess | edited the wrong patient’s information. | thought |
clicked on Daniel Green. It might have helped if his name
was displayed really large at the top of the chatrt.

Q



Consider perceptual issues

 Text too small to read
from expected viewing
distance

H = Height

. D = Distance e
Ll L)
L] L] L] L]
« Color unpalred VISION i e
Last Visit: 01-06-2010 Diagnosis(24)
@ | Dese W [bee |- ox [owe
90.. DIALYSIS PROC... 389... SENSORY H.. 38911 07-30-09 SENSORY HEARING LOSS
90.. DIALYSIS PROC... 389... SENSORY H. 92311 07-3009 CONTUSION OF ELBOW
e.g., deuteranope e R
( L ] g L] ’ Prescriptions(7) © Active Only - Unsent Prescriptions .
RX Date All Patient Prescriptions Qty SIG Ref Sub
vl 01-27-2008  AMOXICILLIN 250MG/SML SUSP 30 GIVE 5CC PO TID 1 VYes
vl 01-27-2008 ZYRTEX 30 2XADAY 12 No %
V] 01-27-2008 TAVIST SYRUP 1 STAT No
¥ 01-27-2008  ASPIRIN W/CODEINE 30/325MG 10 No
V] 11-15-2006 PHENERGANIM 1M Q6H PRN SEVE. No ~
Other Meds Allergies(2) - - - -
Zetia, Aspiin, Fish Ol m“ﬂ(v( amdk«ww @ [of I
100 - PENICILLY
H - Note: Double chck a table to edit the contents. mmo““‘”‘. w“)
. ect of information I —
90.. DIALYSISPROC.. 39.. SENSORVH.. =] 38941 07-2009 SENSORY HEARING LOSS
90.. DIALYSISPROC.. 39.. SENSORVM.. — 92311 07-30:09 CONTUSION OF ELEOW
d 't . f t' Qd.. EPOGENIOON  30.. SENSORVH.. _ 75432 07-3009 CONG HIP SUBLUX 2
rT] s A e S .
enSI y On In Or a |On Prescriptions(7) O ActeeOnly (Al ) UnsentPresaiptons [ tew Presgpton
RX Date All Patient Prescriptions Qty S16 Ref Sub -
. ngm <1 01-22-2008  AMOXICILUN 250MG/SML SUSP 30 GVESCCPOTIO 1 VYes
aC UISItlon ¢ 01222008 ZVRTEX 2 2XADAY 12 No I
7 01-21-2008  TAVIST SYRUP 1 STAT No
7] 01-27-2008  ASPIRIN W/CODEINE 30225MG 10 No
¥) 11-15-2006 PHENERGANIM 1M Q6H PRN SEVE... No ~
Other Meds Allergies(2)
Reaction -
Zetin, Aspirin, Fizh OiL. 104 « TETRACYCLINE i
100 - PENICILUINS
Note: Double chck a table 10 et the contents.
Credit:

http://www.hf.faa.gov/webtraining/visualdisplays/VisDisplmages/fireworksPNG/eyeangle.gif,
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Consider if device exceeds mental capabilities

* Too much information to
assimilate quickly

 Too much to remember
* Too little response time
« Complicated mental math

 Lack of situationa
awareness to facilitate
good decision making




Consider possibility of negative transfer

—— Sample hemodynamic patient monitor




Consider the use environment

%, =Seurce: http:]/vector.childrenshospital.org/wp-
! g@ntent/uploads/2013/03/ICU_jmonitors1-1024x768.png




Using professional judgment

Professional judgment by HFEs is an essential
part of root cause analysis.

Some root causes can be stated factually (e.g.,
The reading error was due to the use of small

text).

Some root causes require speculation and
should be reported as such (e.g., The use error
was likely due to...).



Prepare HFE portion of
regulatory submission



Types of submissions

* 510(k) — Device similar to another (predicate)

 PMA (Premarket Approval Application) — high risk
device or altogether new type of device

 BLA (Biological License Application) —
Combination product that delivers a biological

 NDA (New Drug Application) — Combination
product that delivers a drug



HFE Report Contents

 |ntended device users, uses, use environments,
and training

* Device user interface
« Summary of known use problems

 User task selection, characterization and
prioritization

 Summary of formative evaluations

« Validation testing



HFE Report Contents
Claim:

“The [Device/Application] has been
found to be reasonably safe and
effective for the intended users, uses
and use environments.”



Discussion



